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Abstract

Virtualization of computing and networking, IT-OT convergencge cybersecurityand Albased
enhancement of autonomwre significantly increaag the complexityof CPS and CPSd$ew
challengeshave emergedo demonstratethat these systems are safe and seciie emphasize the
role of control andemergingfields therein, like synbolic control or sebasedfault-tolerant and
decentralized controto addresssafety. Wehave choserthree open verification problemse deem
central in coseffective developmenand certificationof safety critical CPSo8\Ve review some
promising threads of researc¢hat could leadn the long termto a scalableand powverful verification
strategy. Itsmaincomponentsare setbased and invariaAbased design, caracts, adversarial testing,
algorithmic geometry of dynamicgand probabilistic estimation derived frooompositionalmassive
testing Toexplorethese orientationsn collaborative projectsand to promotethem in certification
arenas we proposdo continueand upgradean open innovationlrone-baseduse case¢hat originated
from a collaborativeaesearchprojectin aeronauticcertificationreformetion.

Introduction
Fromthe 70s to the early 201Qgdevelopment ofsystems featuringeaktime control of physichas

beeny  YSR aSY0SRRSR azNidHdzicanaeripasasd\sksiems.g.defence
systems power plants,transportation vehicles health caredevices,etc., have reached over tree
decadeshigh levels of complexitgften measued by the size ofembedded softwargKlocs Mlocs
etc.). Early on heseembedded systembavefeaturednetworking apects. first internally toconnect
the sensors, actuators, micreontrollersand missiorcomputers then externallyby means of wireless
communicatiors. This outefconnectivityhasrecently blossomed withmobile devices and witthe

Internet of Thingsalso namedVachiné2Machineor Internet of Everything

Why then the emergencéy 20®-2010 of the &Cyber Physical Systém I LILISd denloté syeyhs
that seem identical tovhat has been developed so far in Operational Technologies? (@ Dther
words ida & /dmgrébrandingintended to cope withthe latent perception that system engineering
in general, and embedded system engineering inipakar,are mature fields that no longer deserve
to be inlimelight?

We start byanalyzingx / & coRINEe 6 & BBk i©nota & 6 Sabldeanby cyber otybersecurity,
though cybesecurity admittedly isof prominent importance inCPS engineering. Waupport the
opinion according to whiclsome characteristics distinguish CP®nfr embedded systemsnd
automation We review some of themwith safety and behavioral complexity in mind. There w
proposethree CPS engineeringroblemswe think remain operior academic research and industrial
practice altogetherTheyhavealwaysbeen and still areppen problemdor embedded systemsnd
system engineering in generadloweverwith the consent omany, and accasionally hugéudget and
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schedule oveuns, system engineeringnanaged to cope witlthem, and in the end to delivegood
quality productsand servicesBased orthree long lasing problemswe choseamong many other ones,
we arguethat the lag of engineering w.r.to product and operation complexity is likely veorsen
significantlywith CPSandeven more so wittCPSoS

In the thirdsection we presentan open innovation Cl®Send-to-end development useaseinitiated
in aviation certification research 80152018 We proposeo continuecollaborative research on an
extended and refactored versigiin search fosolutions to the three selected open probleniheyall
focuson behaviorabpecificationdesign and verificatiorFinally, we presentree groups of research
work we deem have some potential to fill thethree pointed gapsset-based system engineering
geometric analysis afynamics andparadigm shifin safety engineering

1.What are CybePhysical Systems?

A significant number of expert groupsve addressed this questiamorldwide, for instance 48]
and[ER0] in Europeyet without getting toconsensusWe contribute some perspectivesnotivated

by certifiable autonomy and FOT convergence one side, by some feeling of under estimation on the
other side.

In the late 40s, he mathematician Norbert Wienegperceived the prominent role ofeedbackto
understandthe behavior of natural and artificial sgshs He coined the ternCybenetics[Wie48] He

derivedit FNBY (GKS INBSPHPKBEXSIz0 SOV YAYHSA A aSirkeéSthehn NI 2 F
G bntrolé KA LIS NE SRSRY 8 i A 04 éod0 SdEENG @iSaplEar whatsoever as
gAGySaasSRa DS@IzNRGRRESNIY A Y Iseend to balehifie® Mdm dgoverning to

some synonymous @f RA IA G | f ¢

In this paper we promote the primal interpretation 2 ¥ & a £ N& steering governing as the
prominentfeature of Cyber Physical Systemhkisstanceishelpfulto understandvhy CPS engineering
raises newchallengexomparedio embedded system engineeriragnd I T systemengineering Control
theory, faulttolerant control, networked control, compositional control, symbolic control,and
controloriented safety are examples of thecientific and technologicdélackgroundwe deemat the
heart of safety critical CPS and CP8n§ineering

Digital reattime controlhas been key in theonstantprogress of embedded systemsice the 8s.
However,up to end of the 90sontrol engineeringhas been usedn aphysical domaimer physical
domain basis:mechanical control, electrical contrdljght control etc Multi-physics modelingnd
control (e.g. Modelica [Mod96]has emergedecently,mainly necessitagéd byhybrid cardesignand
enabled byGbyteRAM computers CPS enhancthe multi-physics multcontrol trend. With CPS
multi-physicscontrol, also named generalized contrddecomesthe norm Most importantly, it no
longerremainslocal aswith embeddedsystems.tlscales up to thglobal from stampsizeSoCsip
to smart cities power gridsor satellite constellations.

1.1The ContrelComputeCommunicatetrilogy

One often definecyber physical systenas systemswheré LIK @ 8 A 0&a > O2YLJziF GA2y |y
F'NBE Ay Ay dSNI Olsinimétéyiclinedline &fahbugi dn thé sequal,we subsume

Gt Ke Byk O 2§ (hRd Hashistorically developed as the sciencegoiverningphysicaldevices

(e.g.Wd 3 flybail @overnor However, withsoftware-basedvirtualizationof some physical and

hardware resources like networks and computersntrol has also pervaddte digital

I Needed for the sophisticated computer algebra transformagionDifferential AlgebraicEquation systems
(DAES) into numerical integration programs.
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GCSSRol O1 oanikoBsBfdiftullynachineover hundreds of thousands of coreéa other

g 2 NRyenéticsa OK S R dzf A gb@rhonpladen gloRidsand edge comyping architecturege.g.

Docker and Kubernetés Migration of safety critical command and control from dedicated servers to
cloud-basedplatforms are underway for manufacturing, power generation, railway infrastructures,

etc. (e.qg.[DBC2). In addition to infrastructure cost reduction, it aims at infinite and seamless
aoltroAftAGes Fftaz2 ylIrYSR aStFradAo YIOKAYySE 02y O0OSL

Gontrolled executim and storagelatformsoriginally developed for IT to support BE2B and social
networks,arebeing adopted foOT highestcriticality levelsnclusive (.e.g. B4 in railway. In addition

to permeating computing infrastructurespwtrol, and as a maér of cag decentraized distributed

control, has permeatedconnectivityand more preciselyirtualized®networks. The sense&ompute

actuate loop has been introduced &mlaptivelymanagetraffic loads What was érmerly oncrete and

static, has becomevirtual, dynamic and controlled Under the influence of theongoing IT-OT
convergencethe physical and theigital are nowsymmetricallyunder control2 ¥ G KS G 32 GSNY Ay

Dynamic allocation of virtualized computing and networking resources introduces new timing
variability sources and availability events, which in turn may necessifgibicationlayeradaptation

to theseexecutivelayervariabilities What wadormerly stratified and addressed at desigime may
become coupledand addressed at rutime through resourceaware control It necessitates new
applicativeexecutive ceengineeringechniquegas an exampleee[Dol17] for the linearcontrolcase

or [Aub10).

Finaly yet importantly the Observe Orient Decide Aobp (OODA)that gructures anysupervisory
level, is a controhotion, a globalgoverningstructure applicable tany scale of integratiorpower
grids, searcl& rescue systemsmart citiescrisis managemergystemsetc. Control mattersalsofor

the IT &ISR sideof CPS and CPSa@%e techniques we put forward in section(4.1 and 4.3) are
intended for both the IT side and the OT side of the safe & secure continuum needed byQfie IT
conveagence.

Control

CPS

Computation _ ; Connectivity

Figure 2¢ The CPEPSoSpecificitiesw.r.t. to embedded systems and
process automationThe governedligital-physical continuum: symmetry
of interaction betweerControl¢ Computationg CommunicationGontrol
hereimplicitly, like historically encompasses the physical, and most often
implies safety criticality.

2 Kubernétiké again.
3 Also named Software Defined Networks (SDN).
“4Intelligence, Surveillance, Reconnaissance
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We review the six interactions of the triloggy underlinewhere CP&@nd CPSo&epartfrom
embedded systems.

Computation for Control

Sensing angigrel processing have always been congiign-intensivein embedded systemsihink
of radars for istance Theyhave kept being so in spite of more thsix decades of Moorew. Today
the need forhigh performancecomputing(HPC]Js still increasingdrawn as it isby the needs ofAl-
basedmadine vision (CNNs, DNiEs S (i O K £ I duio¥aimaus systemsSensor redundancy
(radars, LIDARs, camera®nsor fusionimage and video processing, f\ikining and generalizatign
allhave boosted the need for HPC to suppibet s2nsing parof control.

Autonomous vehicle&ars, trains, tramways, drones, underwater autonomous vehiclesaitically
depend on visual sensing and visieased control, both highly computation intensive. We regard
autonomous vehicles aambedded system#&hen congeredin isolation andasCPSCPSo8r SoCPS
when connectedand coordinated The control scopeand its lifecycle managemeninake the
difference asproposedin 1.2

Control for Computation

This notion seems to have appear with low poweeg(mobiledevices) and ata-centers ¢rchestrated
virtual machines In bothcasesgontrol senses the available resources and the load profile, to allocate
the resourcesand schedule the taska compliance witlthe QoSand resource footprinbbjectives
Operation research algorithms optimizeesource allocation Consequentlytiming analysisof the
executivelayer, key for control stabilityhasbecomesignificantlyharder, and safetglemonstrations

in turn.

Connectivity for Computation

Parallel and @tributed computing architectures are ubiquitoiurs CPSfor sensingBig Dataor to

suppot coordination of entite® @ Y SIF ya 2F ¢ A NB{ SExampiesSoficormediviy o[ ¢ 9 =
intensive computation infrastructures ammanufacturing plants ofndustry 4.0or command and

control oftransportationinfrastructureso ! ¢ ak! ¢/ . N> Af gl &% X0

Control andComputation for Connectivity

Virtualization ofthe network resources (Software Defined Networks) has parallefiemalizationof

the computing resourceslt has enabledoptimized sharing othe physical resourceso support

transparency of technological heterogeneity atw support massive transferserviceswith high

bandwidth variability. SDN relies ofeedback scheduling.e.continuoussensing of thehysical and
logicalresource§) & tb @d&pdtheconfiguration andhe operating mods.

Connectivity for Control

A crane is aS and an embedded systénd/e regard a (4rane)crane, i.e. four coordinated cranes
that lift altogether a loadvhose weighiis beyond theirrespectivecapacity, as a CPS that no longer
an embedded systemCollaborative cranegjive just an example of collaborative missian The
equivalentfor defense systemsNCW, appearedin the 2000s. Swarms of coordinated drories
another typical example. &a-links e.g. AD%SB, CPDLC in aviatiohTE, 5G, RFID, andtgfies of

5 Convolutional Neural Networks, Deep Neural Networks

8 Neural Networks

”We support the idea that the definin of CPS should extend that of eedllled system, without excluding
them from being (IimitOF &S 2NJ G RS3ASYSNI GSRe0 [/t {

8 Network Centric Warfare

9 Automatic Dependent Surveillan@roadcast, ControllePilot Data Link Communications
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wireless communications have enablédésignof collaborative systems that gfar beyondmere
interoperability, interconnection, remote monitoringgr remote maintenance. It has enabled
collaborative contrgl whether centralized or decentralizedThanks to generalized wireless
connectivity new physical hazarddependenton globalcontrol loopsare beingcreatedat allscales of
integration (tight-coupling)or interoperability (loosecoupling).

We now review some CPS aspects where engineeriogadenged They motivate the three open
problems and associated research tracks proposed in this paper.

1.1.1New challenges foht safe and secure

In embedded sysim engineeringsafety ismainlyaddressed aarchitectural mitigatiorof component
failures, i.e. as faultolerance of réiability eventsForCP®ngineering, v deem necessanp address
safety primarilyasacontrollabilityissue, controllabilityinderdisturbances and uncertaintig¢sevi2]°.
Among the many disturbance sourcgsysically initiatedcomponent failuresemain a majorone.
However, with softwareintensiveness and connectivityintensiveness the flaws at system
specificationlevel, i.e. the risls of overlookedinteractionfailures at design timetend to be a concern
on parwith that of componentfailures.

a % R
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/ / EdgeComputing &Storage \
/' / Controled « Elastic » Machines,
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Edge Computing & Storage
Controled « Elastic » Machines

Power-Grid - CPS

Hgure 3 pervasive control in {DT convergence CPS/CPSoSoftsvare intensive and connectivity
intensive systems and systepfssystems

We observe with some concetthe headlong rush towards generalized connectivity andraction of
mobile devices, machinesjehicles,infrastructures,and people Remote monitoring of physical
installations, predictive and remote maintenanags amongthe main business drives of this race
amplified by the Big Data and-Klachine Learningrromises However,even with state of the art
engineeringcan we trustworthilyerify such CPS a@PSoS®/hat isbehavioralverificationcoverage
for distributed physics, systesyandsystens of system&

1.1.2The bgicaly separatedoverthe physicallyshared

The promiseof virtualization in OTs cost reductionfacilitation of deploymentover massive numbers
of end-points, andbetter adaptivityé & St I & G A XOHoWdBex, 2irtzdlizasoa Kamajor drawbacks
for safety assuranceFirst, t complicatessubstantiation of execution integritySecond, Isaring
multiplies thesingle poins offailureswhere traditional engineeringautiouslyresortedto physically

10 N, Leveson uses the termsystemtheoretic», while LJdzi G A y 3 F & RIPHI @GNPIONRIINE 4 € & 2
GO2 ViilitNPENR ¢ | GKS2NBGAOIFE &aSGiAy3a Y2NB o0SYySTFAOALFE F2NJ
ARSI 27F adlasS 3208SNYyFyO0Sé o
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and digitally independent redundanciedhird, it pushes in open world what formerly was closed
world. It creates aurface of attaclon the controlsensitiveexecution machinery

1.1.3Frommonco-domaincentralizedcontrol tomulti-domainanddistributed control

It has been a long timeince sensorshave beenshared and fused to augment observability.
Gollaborative observation is going a step further with C®l CPSo&.g. sensor networsMore

recent isjoint actuation joint control of different physical domains to the same e@dntrol here has

to draw additional services fronfault-tolerant distributed algorithmsfor instanceto resist packet

drops or delays in distributed estimation problems (asynchronous recatgiruz ¥ | G A NI dzl
a8y OKNER y 2 dzaféom didtribuied bcal&tatds i S

Classical control theory, either linear or ntmear, addresses theentralized synchronowsase. CPS
and CPSoS open new fields in control: #synchronoudistributed, centalized or decentralized

cases!. Cybersecurity protoco)sintermingled with collaborative control protocolsyorsen the

complexification induced by fautolerant distribution.

1.1.4Integrationbased development .vs. specificatioamsed development

Reuseof COTS has soaredn software and hardware engineering. |0oT engineering is a matter of
architecting the integration of existingoftware and hardwarecomponents in which there exists
enough opennesto customize their configuratioand add new functionaties. Regardingnastery of
safety,reuse inducetimited modificationcapabilityon the components of a systertt may be a source

of risk. This limited specification and implementation capabift§t 6 2 G-dzl2ly Sy Jig 16 6uB NA y 3
knowledge adistindive feature that delineates the frontier betweeaystems and systems of systems.

1.2Why CPS, CPSa8dSoCPS?

It is acknowledged that in theory the concept of System of System (SoS) should not exist, but that in
practice it doesvhenthe systems that compose the SoS keep their goals and managemens. In

such caseghe ability to federate the componergystems to achieve the SoS goals is limited, which
may be a source ofiskwhen safety is concerned at SoS level, whenthere ae hazardproperto
interaction at SoS level

A ¥ 4 A x

[Dan1§ classifies the Sd% mean®f controltypeat inter-system level & RANBOGSRE X al Oy
““““ aiaN

YR & RSARiEO 2 0K 81 We SdllgwSte lidea thatthe type of intersystem control is a

discriminating characteristio classifySoSandpropose a characterization of the differences between

CPS, CPSoS and Soaleg this line Sut a characterization is stidl matter of debate we do not

claim to put forth a conclusive argument.

First, whatcould bethe difference between CPSoS and SGONS suggest that i6iCR is placedin
prefix position it means prevalenc&€hus,we interpret CPSo&s CFS0S or CP&S,with the intended
meaning that physics globallycontrolled by the interactinggomponentsystemsin that casethere
should exisat least one control loophat spars overtwo componentsystemsor more, whateverthe
[Dan16]type of controlin these loops

Conversely, S€PSvould meanthat regardingphysicalcontrol (.vs.informational control), all the
loops are designed arfoperlymanagedwithin the componenisystem$) -ty&lés B other words,
the goals at Sokevel are informational, not physical. Control loops may exist at SoS level, but they

11 Control by means of mutagent systems is an example of theashronous decentralized case.
Ly (KS 3ISYSNARO aSyasS 2F aO02YLRYySydé $ystem, bBNE RdzOG = | a2
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actuate exclusiveldigital resources. Fro a safety perspective, there should be no issith SGCF5
sincethe hazards are related to physical dam&fend thepotential physical damagedepend on a
singlecomponentsystemin spite ofits commurications withthe other componenisystems

Second, what could be theftlirence between CPS and @8 ¢ K & {& R Smyitedic&pability
of federatingthe componentsystemsn spite ofexistence physicaiontrol loopsthat spanover them
From safety assurance standpoint, this pstentially a dangerous situationContrary to the
straightforward and common interpretation, avsuggest that thershould beno difference ofscak
between CPS and CP808 smart city, or a power gritay beregarded asa CP@nd notasa CPSoS
as long as a prime contractasr anyinstitution playing the samédederatingrole, has the ability to
master design andcomponentwise life-cycles wherever safety criticalphysics is governed3obal
inter-systemO2 Yy G NBf A& fA(1Ste (G2 0SS oRAFO20KS 002RNBINGI@ISSER £ix
safetycriticality is at stakeWhen thereis too muchindependence betweerthe development and
lifecycle maagement of thecomponentsystens, there ispotentially a lackof behavioralconsistency
on the physical aspect®One may useCPSS instead of CPS tmanifest weaker coherency
enforcement orthe componentssafety-sensitivelimitation on federatingmanagement

1.3Synopsis

We haveproposed control, primarily of the physical but also tiie digital, as a key characteristic of
CPS, anghysical control scopes an indicatoto discriminate betweerlCPSSand SeCPS. Whatever
the scale of intemtion or interoperability, wherphysicsis in interactionthrough the component
systems, we propose to choobetween CPS an@PSSaccording to the answer tthe following
guestion:at inter-system levelis control under contrg?

What is at stake withthe emerging digital societilas beensummarized in figurel, that we have
borrowed from [TCI213nd augmented slightly. We have supplemented the digital continuum with the
governed digitabhysical continuunto manifestpervasive [TOT controlvith allits shades of business,
safety, and security criticalityVe regardhe informationatphysicalkcontrol continuum as aandidate
centralissue if not concern of the digital societynderway.

The Digital Continuum A Continuous
cybersecurit,

dynamic workflow

Between Pervasive

Pﬁyb.er | Smart Sensors “ .

s ytsellc“as and 10T devices at the edge \ SenSIng

vs Cliie) \

Smart HPC / doud centers
oo \ntelp sensors over
N eS8 7%, & 10T Smart Networks and Services
0y,

Ry Processing X3 executing
B s B ‘ simulation & Modelling,
understanding Big Data Analytics, ML*

o5 soon o

The Governed
Digital-Physical
Continuum

based on

Math. Methods & Algorithms incl.
MSODE**

pervasively augmented by

Artificial Intelligence /

\
\
|
1

1
1
I

protected and secured by
Cybersecurity /
hack to /

Cyber-Physical Systems

Pervasive
Actuation

Original version courtesy of HIPEAC
Courtesy of the TransContinnum Initiative

B The case would be different if safety were extended to business damage
1 The concept of system is recursive awdleinvariant
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FHgure 4: A conceptuakformulationof figure 3, as an augmentegtrsionof the IFcentric view of [TC®. The continuum

is DigitatPhysical IT-OT, the two componentsinteracting through controlled or uncontrolledigital-physical influence

networks We haveused the STPA graphical notati for control loopsBesides AMachineLearning, progress in distributed
fault-tolerant and resilientcontrol isneededto build a trustworthy digital society.Any accident igprimarilyl t 2aa X 27F
control.

2. Three Opent®blems in CPS Engineering

We focuson three engineeringproblemswe think areimportant to address the new 1IVVQ asdfety
engineeringchallenges that arise with CPS and CPBo&/are all related tobehavioral analysisThe

NFA&S 2F NBG2N] | YR &S YSNB SitibutivdNgRd aStNdikedScanérol O 2 NNES |
motivates he firstone. The lack ofneasuresf behavioralverification coveragat system leveis the

second one Thethird open problemis the widening fidelity gapetweensafety assessment models

and sygem engineeing models

Alenabledautonomyin passengetransportis a game changdor CPS and CPSB&/Q In case of
accident and legal consequences, the balaoteesponsibility optiondbetweenthe faulty-machine
andthe faulty-operationwill no longetbe thesame [Frz12)We perceivesomerecent renewednterest

for formal verificationtechniques ondevelopment ofautonomous systemsA similar phenomenon
occurred two decades ago with treaventof new cybersecurity threatm IT and opewworld OT In
spite ofthe new scales of complexity addressed in sectiorveraging formal specification, design
and verificationtechniquesat system level, primarily on safety critical control aspects, is the rationale
that underpins the next three sections

2.1 Compositioal verification & ertification(Pb#1)
In software engineering, adularity has been instrumental facalability.Do we have any equivalent
for CP@nd CPSoS developmenwgrification and certificatio?

On the system engineering sidke notion offunctional chainsthe standardapproach taspecification
andunit systemtesting On the safety assessment side, dysfunctional analgkéson two standard
methods
1. From the local to the global: identificatiarf the component failure¥, and analysisof failure
propagationi.eof i KS G OF a0F RAY3 STFFSOO®HE 2N aR2YAy2 ST
2. From the global to the locaBooleanmodelingof the cause$FTA’) of the macroscopideared
events identified byisk analysis

Bothanalyses are chaitree, or DA® based i.e.cyclefree. As explained in the previous section, CPS
and CPSoBighlydependon control They arecycleintensive.Control loops are causality cyclest
causality chaindreesor DAGs

Therefore, ontrol is difficult to modularizebecause othis twofold cyclic nature
1 Spatial the dataflow dependencies between theontrol loop entities form a spatial cycle
(sensors> controlles-> acuators-> plans-> sensorg
1 Temporal these spatial loos compute state updates thatare iterated over time, thus
constitutingtemporal loops.

Random and systematic. For the latter (i.e. residual development faults, in other words development assurance
failures), the initiators are prototypical representatives of unknown potential errors.

16 Failure Mode Effect and Criticality &lgisis

17 Fault Tree Analyisall the causesof a macroscopic feared event are asked by the safety norms to be
represented by a Boolean combination of the anticipated possible component failures at onga@rolevel.

18 Directed Acyclic Graph
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Thisspacetime twofold cyclicitytightly couplesi K S & &uladiidhsraadromponentsver possibly
deepspatial andemporal horizonsWhen one modifiesomesystem how tosubstantiatewith strong
argumentgthat one masterghe spacetime propagatioreffectswithout performingglobalregression
testing campaigridAs one need$vVQ facilities as close to the final implementation and operational
context as possibléor these campaigns to be valid, their cost are prohibithdence the importance

of synthetic environments and digital twin models. However, they are only partial answers to
verificationcoverageof infinite and highly complekehavioral spaces.

The sitation worsens with distribution The size of the globakachablestate spaceto exploregrows
exponentiallywith the number of networked componentsand with the size of theirrespective
reachable state spaé® The more distributed, the mor#lusory sufficient verification coverageby
model simulation andn-target testing.

We needdisruptivemethods ofcompositionalVVQand verificationby-designto overcomethe new
scales obehavioral complexity

2.2 SystenverificationcoveragemeasuregPb#2)

Reworkhas tremendous economic impact anthy result from many reasonsisufficientbehavioral
analysisat specification,design and V&YV time is a major orldow to decideverification coverage
sufficiencyat system leveél

B Costs Origins: Errors Introduced Early

Aircraft industry has reached limits of affordability o
due to exponential growth in SW size and complexity. 20.5% 300'@

bl
'Requirements

¥ Encincen . i
« Engineening 760, Requirements & Aceeiance ”‘
system interaction errors d’g%v':’;e:m; o
L\ System rework cost d
. Design 2 System J-

Test

70%, 3.5% 1x

Snmua A 9
\ ""’,','f:,;’,',”'\ Major cost savings through rework avoidance [

by early discovery and correction ‘
LA $10k architecture phase correction saves $3M )

Integration ‘ |
Test

‘., Component .
Software ", o
; 20%, 16% - b
UiiBenion é)( Unit 1 | Where faults are introduced
2 S o Test
Rework and certification is 70% of SW ; est ) Where faults are found
cost, and SW is 70% of system cost. The estimated nominal cost for fault removal
Sources; Resilience to SW Induced Faults
NIST Planning report 02-3, The Economic Impacts of Inadequate
Infrastructure for Software Testing, May 2002. e We cannot assume zero defect software
D. Galin, Software Quality Assurance: From Theory to Code - -
ion, Pear ison-Wesley (2004)

BW. Bochm. Software Enaineerina Economics. Prentice Hall (1581)  SSSSSINESIl

Source: P. Feiler and J. Delange, “Design and Analysis of Cyber-Physical Systems: AADL and Avionics Systems”, 2013
5 9252020 Institut Mines-Télécom Model Management for Mylti—Paradigm Modeling for Cyber-
Physical Systems Swim

Figure 5¢ We reuse thisfigure, while reversinghe claim: 70% of system cost stems from logggtem
specification, which in turn leads s@nificantrework at softwarespecificatiorlevel.On softwareintensive
parts of systems, system and software specification may locally coincide.

For the digitali.e. hardware and softwargthere aretwo coveragemeasuresapplied in order

19 Size iscardinality for finitestate systems, and undefined for infinigtate systems (e.g. physical systems,
software). Exponential growth surges from parallel products (input vectors, parallel composition) and worsens
continuously from synchronous products teyamchronous products.
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1. Requirementcoverage the operational, functional and organiequirements are numbered
andstored in requirement databased heverification test plan defing as many test cases
neededto exercise eachfdhe requirementssufficiently 100% coveragef the requirements
is commonly requiredor the higher levels of criticalityrthiscoveragemeasureis enforcedby
means oftraceabilitylinksbetween the requirements anthe test cases

2. Structuralcoveragewe anchor activation countets the elements of the structuréo record
how many time the previous V&\activities haveactivatedthem. The aim is to dect the
parts left inactivated after?® completion of the requirementbasedtesting campaignThese
potentiallyy 2 (i REMIREE darkJeddldédas sources of emergent properties, named
unintended functiosin aeronautic séety standards

Sructural coveraganalysissabehaviorakcoverageanalysisubstitute It is one othe most important
rigor modulation means ofhe safety assurancestandads for all industrial domains (e.g. the DAL
dependent IC, DC, MC/DC coverage critefials one of the most fundamental means of building
trustworthinessfor the digital. Een thoughnature solves variationalnvariants, nature is not a
computer[Copl7] At leastwe do not have access to instructions whichwe couldhook activation
counters we have no behavioral coverage substituteswHo providebehavioral coveragmeasures
for the physicalandfor the governed physical

2.3 Safety assessment orghifidelity model¢Pb#3)

There is no need to add the complications of CPS w.r.t. embedded systems to&mdbe third
problem. It was identifiedfor embedded systemby the early 2000§Ake0q. Its first aspectconsists

in the split betweenfunctionalsafetyengineeringand safety assessmeat modeling& analysis level.
System Bgineering([SEuses behvioral modeling and simulatiofafety Assessmenf{SAusesFMECA

and FTAmodelg. For highly integratedsoftware-intensiveand distributed CPS we hawgiestioned

the validity of FTA models [Led20he fidelity of MBSA models w.r.t SE models, though better than
C¢! Y2RStaQsz Aa &dtesituatidn is Wordening NiERSBSTKOR yONSNBEEEA (1 &
widening

The second part of the model fidelity problem is a matterigk analysisnindset.We follow [Lev11]

and supportthe systemtheoretic approacho risk analysisWe privilegahe terma O 2 yiNRX NB G A O ¢
to that of & & & &U0KSSY2 NoBcausemetintend to daw more from control theory than frorgeneral

system theory(c.f. 4.1on controlinvariants and 4.2 on observabilityJhe basic view is the same:
analyzeaccidentrisks primarily ascontrol lossesFunction/component losss or malfunctioningare
causalfactors of control losses

20 As opposed taduring. There is no structural coverage goal. The goaleitection of the possibleuseless
implementationLJ- Nl a® ¢KS& NS5 RSSYSR (G2 O2yaidtAaddziS NrRaia 21
structural coverage aysis is1ot structure activation by any means.

210On average in indsiry, as of writing this paper. Safety assessment may also resort to Ndadel Safety

Assessment (MBSA), to Monte Carlo Markov Chain estimations, etc. [Bou08].

22 For instance, synchroms abstractiongenerates causality cycle errors i8Amodelsbecause of the twofold

cyclic nature of control.



11
CPEENgineering Gap Analysis and Perspectives

First Distrubance Domain (Complexity of Operating Conditions): SOTIF - FUNCTIONAL SAFETY

TOLERATED
DISTURBANCES
[oyuod
3 2IN}O3Y21Y
INVY3101 11nV4

Multiple causes: Combinatorial Explosion

/ Faults /?/ Failure Modes < ;
\‘ }

_____________________________________________

Second Perturbation Domain (Resources): INTEGRITY SAFETY

Figure 6¢ Systemsafety ascontrol gameThree types ointernal adversariegintegrity safety)are represented on the

lowerhalf TKS O2YLRYSyd Tl AfdNBa | yR {KSA NJIGAscangitOatheprSnitnedt R2 YAy 2 STTF
contributor. Among theexternald R @S N& I N@infdtantledl orYhkegdedhumanerrors, and manyunfavorable

environmental conditions (SOTIRhe six sourcaateractwith the nominalbehavior(first 6-fold parallel produc}, and

superpose with one another (second type of paraglielduct). Thegrey area notionally represents the part of disturbed

behaviors that remains controllable by the FBIRnd control players (controllability domainDnly loworder

disturbance superpsitions can stay in the controllability domain.

Component failures and the ensuing failure propagatiogmain a major source of potential
control lossesFor instance on a mediwgize aircraft one countabout 6500 compoent failure
modes handled by crewand/or maintenance.However inter-system specification flawsand
human factor design errorare growingconcerns They lead tanteraction failures possibly
without any component failure in the causal dependencies. Hence the crucial need of applying
control-oriented risk analysis methods like STP#n CPS and CPSdSstarts with control of
safety-constrained states, nowith localbreakdownsor with dubious causaliggnverse modeling

of accidents

Controllable

Fault Tolerance Domain
Functionalities of Dysfunctionality Rejection
Confrol & — Impossibility Policy

A B Development Assurance
FDIR-Switching

Controllabilty
Escape
Detection Br::;mipa\
aviors

Figure 7the control game consists in keeping the state subjedhtsafety constraints within the green zone (the
nominal), or at worst within the amber zonée. the robustness zone where dynamics should stay thanks to the
degraded modes and the FDIR mechamsis®ut of theFDIR controllability domajntK S a8 &3 3SY Sy ®SNB GNBR |
the accessible state space, i.e. accidentsngfland of severity. &1 means contract violatiomot catastrophic effect

2 Fault Detection Isolation Recovery
24 System Theoretic Process Analysis
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Safety assessment relies on FTA for DAL assignfoesifigle cause failure detectiqorder 1 minimal
cutsets or sequencesandfor fearedevent probabilitycalculation Originally conceived fostructuraf®
dysfunctionalanalysis,FTAhas been progressively extendeith usageto behavioraldysfunctional
andysis. The characteristics of tl@stensionare the following:
1. Inversemode back from effects to causedown from global to locabn the digital andnthe
physicaland on the twofold cyclic governed digialysical,
2. Setbasedthe rooteventdenotesinfinitely many redzone behaviorsiitial conditiors of the
backward analysis),
3. Abstract interpretationsoftware behavior and physical behavieme addressedjualitatively
like in qualitative physics [Kle84]
4. Dysfunctionalit decomposs global dysfunctionalbehaviors into interactiosof more local
dysfunctionabehaviors,
5. Boolean-definability. the interactions between the dysfunctionbéhaviorcomponentsare all
representable in Boolean algebia. without time, sequence, values or cyclipdadencies,
6. Completaness all the combinations ofnitiators that may leado occurrence of the top level
feared eventare claimed to beepresented in thBooleartree. In case of incompleteness, the
root probabilityis underestimated

When used beyond the structural on CPS and CPRieSnalysiss sod LJ2 ¢ StNdFitzbafidityhas
beencollectivelyquestioned [Led20We need an alternativapproach How to work indirectmode,
with behavioral modelindanguage richer than Boolean combinational logic? How take into
accountthe system engineeringigh fidelitybehavioralmodelsin safety assessment? For the finite
state case [Ake06] has explored some paths in that directidly and manuallabstractingfrom the
governedphysical. How to limimanual creation ofSAmodelsto the situations where no system
engineering behavioral models are available?

On highfidelity behavioralmodels developed by system engineeringee would need for safety
assessmenprobabilistic quanfication of:

1. safety, mission reliabilitygnd availabilityevents

2. FDIRdetection failures,

3. FDIRe&covery failures

4. Functional failures of IML-basedfunctions,

5. And more generally of functional failures dependent on randomized algorithm or statistical

estimations

As explained in 4.3, some solutions exist and are in practice [Gob13], [Mor16]. Notwithstanding the
accelerated Monte Carlo methods, the scalabilidelity trade-off for the systems addressed in
section 1 remain an issue [Bou08]. We propose in sections 3 and 4 to explore compositional predicate
abstraction of hybrid system models to go furth@ov13], [Slo13],[Bogl14], [Boul5], [Saol8a],
[Sao18b].

3.Bridgirgthe Gap: thek 1Open Innovation i@ject

3.1Whyxkx KK

Does academiandindustrial state of the art now enable i engineera small yet representaive,
CPSCP8Sexactly as we wished td”one mobilizes thabove mentionedheoretical backgrounghe

25 Dependence network angsis, withloss andmalfunctioning semantics of dependencies
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availablemodeling languages anterification tools can weget full mastery of the governed digital
physical behaviorsit affordable pric@

Such an ideal CERPSo®ngineeringwe name itdK-engineering. In spite of significant progress
hybrid systemmodelling,simulation, and formal verification, in spite of mature software and hardware
development toolswe tend to consider thaCP8CPSo&®ngineering is still closer to-engineering
thanto K-engineering.

AuE refers toomicroé. Thek THoroject aims at reaching-grade engneeringon au-CP8CPSo8o start
with, temporarily® getting rid of the scalabilityconstraints. Tie goal is to exploréthe mostdisruptive
techniques that could potentially meet the thredorementionedchallenges

3.2 The agigins

3.2.1The Overarching Properties WaBtoup(OPWG)

A joint EUUS group of avionicsertification experts, academic researchers, software vendamd
certification Authorities, has worked from 2015 to 20b8&lesign a new approach Bystem, software
and hardwarecertification.Totest the viability of this new assuranogethod, an open sourceise case
nameduXAV based oa du-aircraftt that embedded three coupledystemshas beernused[Ledl7].
Thexk Hrojectreusesthe pXAV use casandextendsit. Its primary concern is no@PS engineering
for any scale of system (from SoC to CPRSd8le keeping emphasis on safety engineering aost
effectivecertification.

3.2.2The Embedded Franeerk goup onsafety norms

Embedded Francis anon-profit organizatiorthat represents the FrencBPS ecosystem w.r.t. the
French ministry of industrfEF20. It coordinates a few work groups. One of them is devdtethe
crossdomain comparison of system and software safety standaMsen needed, t uses thex Hise
caseto concretizeissuesdebatedon safetyassurance principles.

3.2.3¢ K €haifie ingénierie des systtmés¥ L)X SE S a ¢

Founded by Ecole Polytechnique and THAWEZO3 this corporate sponsorship prograsims at
supporting research and education in CPS engine€fimgk toperninnovationuse casds meantto
facilitate scientificcollaborationbetween academia and industry @PS engineerirf¢SC20

3.3The objectives

Thex K LINRcSl@ubratikedattempt tddentify stateof-the-art CPS engineering at minimum
effort, without scarifying scalability analysiShe mairfocusis mastery of digitaphysicalbehavioral
complexityat affordable pricefor distributed, software intensive safety critical and securityritical
CP&CPS0SWe describguXAV the tiny CPSCPSoSpecified from 2015 to 2018Ve give a status on
its current development angresentits planned evolutions.

3.40verview

pXAVis apseudedrone whoseembeddedsystem architecturesare intended tocomplywith large
aeroplanecertificationregulation(CS 23EAS20])These architecturemustbe devoid of singl@oint
catastrophic failuresTo meet this regulatorgafetyobjective duplex architectureshealth monitoring
and faulttolerance mechanismisave been introducedt is of coursenot the case on true drone®f
obviousreasons ofveight, cost and overkillv.r.t. the true applicablesafetyreguation.

26The use case issmall» but endto-end. Scalability will be addressed everywhere on two aspects: algorithmic
complexity and staff learning curve.

Submitted to LITES journakibniz Transactions on Embedded Systems, special issue on Distributed Hybrid Syste@621



E.Ledinot

AV stands for Air Vehicle, X for any kind of mission/purposepdodmicro as irk KuXAVisa cargo
drone that transport payloads. Embedsa multisystem thatmimicsgeneralized controfelectrical,
mechanicaland hydraulig. It is notrepresentative othe kind of CE50S revieweth the firstsection
Addition ofsomefeatures typical o50S andtructure varyingystems is planned

The repository of th0152018 collaborativeroject isavailable at
https://github.com/AdaCore/RESSAC Use Case

It contains about 20 specificatioroduments(operational, functional, architectural, safety), at two
levels of refinement (layerO and layerahd a few(incomplete)models.

3.5The operationaliewpoint

pXAMs capable ofiutonomousandremotely controlledmissionslits systems ensurdight for a large
domain ofpayloads, mission profiles amwdeather conditionsRange, max takeff-weight (MTOW)
availability,missionreliability,andenergy efficiencwre the keyperformanceindicators and values for
the customer Depending on the payloadnthe environment conditionsandon load otthe batteries,
missiors lastfrom a few minutego about20 minutes.

UXAVis a productline. It supports variability domains onpayloads mission vignettesjnternal
architecturesandoperating procedures

The missions arecomposed of Pphasesequences pre-flight (mission preparatio)) take-off, climb,

cruise, descent, landing, peBiight. PresentlytKk S RNR Yy S Q& R@ y kigmot@tiue hedia & A Y LI 7
copter; light mechanicdsrestrictedto the 2D(Distance, Altitude) vertical plarsnd pitch The drore

is a 3Dmechanical bodfor 0D platform desigiisetbased dimensioning and traetdf analysis). But it
fliesandnavigatesn the 2D vertical plane

Mission preparabn consists in defining the distant®travel, the cruise speed arttie cruise altitude,
the navigation mode and the navigation option. The navigation n{@der RP) defineswhether the
drone is autonomousor guidedby theground station. Theavigationoption specifieghe reference
navigation parameter used by cruise regulatiofspeed, altitude,or energy minimizatiort®). The
continuoustime part of the dynamics isionlinear and switched either by ground navigation
commands, or bpnboardfault tolerance reconfigurations

There are no intermediate waypointgnd no air separationaspects yet. Simple & separation
constraintswill be introduced \ith the SoS extensions (see §3.1When too manyfailuresor too
disturbingenvironmentalconditionsoccur,the ground station operator or the drongafety monitors
cantrigger emergency landing

Emergency landing plays the role of the High Assurance Con{taA&defined inthe simplex design
pattern [Wan13]. It aborts the missioand perbrms avertical landingthat should preserve the

LI &f 2F R | YR { K SheRisdoy @ddpagenient, emWNhatagement and flight control
functions jointly paythe role of the High Performance Controller (HPC). Mission Management depends
on a battey chargepredictor andon a range predictor developed by Machine LearnipgAVsupports
p-experiments orcertification oftrustableembeddedAl.

For moredetails,seethe functional specification documentn [RES18]

27 Autonomous (A), Remotely Piloted (RP). Remotely Guided weuhddoe appropriate as remote sheterm
control of the drone, i.e. piloting, is impossible.
28 Named lowpower in IoT.
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3.6 The physicaliewpoint

The Internal View
The Physical Components in the System’s Logical Arichitecture

The External View

Figure8 ¢Physics of the drone (platforrand of its five systens (mechanical, electrical, hydraulic
mission managementonnectivity managemeht

Physical engineeringt platform levelcomprises
1. 3D (steady) or 4D (unsteady) modelling and simulationsolve the partial differential
equations (PDEs)of structural mechanics, fluid mechanics, electromagnetighermal
transfers etc®,
2. 0D (steady) or 1D (unsteady) modelling and simulattonsolve the ordinary differential
equations(ODEspr the differentialalgebraic equation§DAEsYf electrical circuits, hydraulic
circuits, multiple body dynamics étc

The 3D-4D engineeringdefinesand optimizes themechanicakhapes of the droneto meeta set of
objectives that conditiomission performance-or instanceit computes the temperature fieldithin

the equipmentand payloadbays, conditioned by thecruise speed,the cruise altitudeand the

temperatureof the atmosphereThisdynamictemperature fieldn turn partiallyconditionsthe battery

fATS | yR tdkdiny RoPE-303m &ull dharge hot conditions to ~10 mn full chacgéd

conditions everything else being equadt alsoaffectsthe St SOUNR Yy A O 02 Y addtifeS
St SOU N Qurdbilityy 2 4 2 N&E Q

Giventhe platform design parameters (sizeeight, bay capacitieX 0 & dzLJBIB-4D éngineériag,
0D-1Dengineeringselectsthe system componentand predictsmissionperformances. The other way
around®, given a targetperformance domainit computes the neededomponent and platform
characteristicto meet the mission objective®D-1D engineerings performediterativelyin two ways
first to identify theperformancetargetsandto make a start othe component characteristicseSond
after detailed platform and system desigtg refine the performanceesstimates

2% Physics of fields and waves
30 Reticulated physics, i.e. mulfbmain energy circuits.
! Inverseproblem.
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Figure9-O3 S NIJA S ¢

27T

0KS
calculations but does not address this parwo rounds of 0D analysis: 1) defining the objectiveycheckingthey
are met, for goroductline configuration domain.
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Thek Hrojectaddresses thedD-1D engineeringprocessandits wayto interface with the 3D4Done
by means oReduced Order ®idels(ROMs)surrogatemodels, ANNE, or empirical formulasin table
1, we give theplatform design parameters, whether they participate ttee productline variability
domains andtheir influence on e performance indicators

Sizing Productline Influences Platform Performance | System Performancéndicators
Parameters Variability Indicators
height, width, yes drag, masshay crosssection, Cx maximal rangéconditioned ly
depth volumes usable volumes payload and weather conditign
take-off and landing safety
envelopes
material density yes empty mass calibratedweights maximalrange
flight level speed limit
(conditioned ly payload and
weather condition
equipmentbay yes pass/fail on a set of pass/fail on a set of mission
3Dlayout . . - S
volume equipment configurations objectives
payloadbay yes pass/fail on a set of pass/fail on a set ahission
3Dlayout ) : L
volume payload configurations objectives
cooling air inlets no inner _ (Co:giggzg:jl%v; gg::;ting temperatu_resensitivity ghqrbn
temperature field point and weather a predefined set of missions
condition)

Table 1¢ Platformmodification parameterand associate@ffects

32 Artificial Neural Networks.
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